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		Need a new account? Open online in less than 5 minutes.
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	Businesses continue to evolve and change.  Nobody knows that better than you do. Reliance State Bank offers new services to meet the changing needs that are a reality in today's business world.  
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                        Scam of the Week: This Fake PDF File Is a Real Threat


Even as the holiday season comes to an end, cybercriminals continue to target holiday travelers in a recent scam. This scam starts with a simple phishing email and an attachment that appears to be a hotel invoice. Unfortunately, the attachment isn’t an actual PDF file. It’s a complex attack designed to steal your sensitive information. 



If you happen to download and open the attachment, an error message appears. The message claims that you need an update in order to view the PDF file. But the file isn’t actually a PDF document, and the error isn’t actually for an update. In reality, the file is a form of malware, and if you agree to the update, you’ll launch that malware. Once launched, it quickly scans your device, collects your sensitive information, and sends it to the cybercriminals. This malware helps the scammers start off the new year with their ideal gift—your personal data!


Follow these tips to stay safe from similar scams:


	
	Cybercriminals are counting on you to click without thinking. Never open attachments received from an unexpected email. 

	
	
	If you booked a hotel for the holidays and received an email about it, check for details that confirm the email's legitimacy, such as the reservation number, check-in time, and room details. 

	
	
	Remember that this type of attack isn't exclusive to travel invoices. Cybercriminals could use this fake PDF file technique in a number of scenarios. 

	



Stop, Look, and Think. Don't be fooled. 
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KnowBe4.com 
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You can rely on us.


Proudly Serving Story City and Garner Areas


	Facebook



Call to report fraudulent activity, lost or stolen cards.


Help is available 24/7 (for debit cards only).


Toll Free: 800-535-2169


Story City: 515-733-4396


Garner: 641-923-2801


Routing Number - 073920926


Contact us for wire instructions.
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